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Abstract: The problem of increasing reliability of multi-version software of modern control systems for industrial automation was reduced 
to a problem of pseudo-Boolean optimization problem of knapsack type. For solving this problem, various methods were suggested. 
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1. Introduction 
 

Modern instrumentation and control systems include tens and 
hundreds of complex hardware, software and firmware components 
such as sensors, executive elements, communication channels, 
information processing systems and software modules. Crucial units 
are equipped with duplicated sensors, actuators, telecommunication 
channels, servers for information storage and processing, client 
terminals. Producers of industrial automatic equipment have 
extensive statistical information on refusals for each type of devices 
[8]. Having such information, the designer can estimate risks of 
refusal of each subsystem and design crucial components so that 
risks reduce to an acceptable rate due to use of the most reliable 
devices in combination with their duplication and reservation. 
However, complex systems demand developing of an 
instrumentation and control software subsystem which allows the 
whole system to function as a unit organizing interaction of its 
components depending on environment conditions and process 
state. The software faults including those concerned with incorrect 
mathematical models application can lead to refusal of the whole 
system and duplication of the identical copies of the software does 
not allow to fix  the problem in this case. One of the possible ways 
of reliability increasing is multi-version programming. 

 
2. Causes of failures and statistical data on them 

 
Producers of instrumentation and control devices supply their 
consumers (usually, various design and implementation companies) 
with all necessary procedural guidelines [8, 11] on the 
corresponding software development. However, development of the 
software is always concerned with the risk of errors at various 
stages of development. At the stage of the program code writing, 
errors revealed by the compiler are insignificant here since they 
come to light before input of the program module in operation. The 
same can be told about the gross logical errors in the program code 
which are always revealed at a stage of testing. Other errors which 
are insignificant in usual operating modes but shown when  several 
conditions satisfy simultaneously have the greatest impact on 
reliability of a software system. As a rule, program modules are 
tested for their working capacity in extreme operating modes. At the 
same time, errors can be shown at achievement of maximum values 
of several parameters simultaneously. 

Errors in complex mathematical models applied in the 
program code are even more “artful”. Modern instrumentation and 
control devices include software modules of various complexity. A 
software module can implement very simple or extremely complex 
logical principles for controlling actuators in accordance with data 
from many sensors and information stored in software module 
database. Let us consider a software module controlling the 
subsystem of distribution cameras of aerotanks in a city sewerage 
system. 

Eight regulating locks are a part of an actuator subsystem.  
Sensors of drains level and sensors of locks state form the 

instrumentation subsystem. The main function of the distribution 
cameras control algorithm is automatic positioning of the locks 
depending on given difference of drains levels in distributive 
cameras. A problem of this subsystem is maintenance of the given 
levels difference in distributive cameras by means of regulation of 
the regulating locks. Mathematical model for calculating the drain 
expense proceeding through the lock is ( ) 2

3
86.1 SLBQ −⋅⋅= , 

where B is width of the bottom of the lock, L – is the water level in 
the distributive camera, S is the Schieber valve position. Values of L 
and S are also estimated with use of the corresponding mathematical 
models. Moreover, a set of conditions for running this algorithm is 
given. The algorithm formulates tasks for the actuator adjusting the 
position of Schieber valves. 

In addition, the software module contains a set of algorithms 
for running in emergency situations such as malfunction of sensors 
and actuators.  

The parameters of a developed software modules must be 
adjusted. Incorrect program code of each of the algorithms of the 
software module or incorrect parameter values can lead to the fault 
of the software module and incorrect functioning of the whole 
system. Since this software module controls the  supplementary 
functions of the system its refusal will not immediately lead to an 
accident of the who system. At the same time, in the same system, 
there are slightly less complex modules operating its crucial 
elements. Failure of the module can be found by appropriate 
monitoring means. At the same time, incorrect operation of the 
module (incorrect realization of mathematical models) leads to 
work of the whole system in a non-optimal mode that results in fast 
wear, increase of risk of emergencies in other parts of system 
working with the raised loading and, in case of our system, to 
serious ecological consequences in medium-term prospect. 
Detection of such implicit errors is extremely complicated. 

In case of refusal of the program module owing to hardware 
failure, efficient means of increase of reliability of system is 
duplication of hardware resources: sensors, servers, 
telecommunication channels. The violation of logical principles 
given by the mathematical model which does not lead to its stop 
will repeat on any number of its copies. 

 
3. Methods of multi-version programming and 

assessment of errors emergence probability 
 

The technology of highly reliable multi-version programming 
is traditionally applied in military areas, mostly in space systems. 
Land spacecraft control systems are equiped  with the software 
where the separate modules duplicate functions of each other. 
Versions of the module are developed by independent teams of 
computer programmers and tested separately. Besides, different 
development tools are often used for each version. Versions are 
executed in parallel, the results of running of each of them are 
transferred to the auxiliary module which is carrying out the 
comparison of results. If results (with given tolerance) coincide, the 
result of one of modules is transferred to an actuator. In case of 
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discrepancy, for example, the overall result gets out "by a majority 
vote" (the odd number of module versions is required). Anyway, 
application of multiversions allows to reveal existence of a problem 
in a program code. The revealed error in the program code can 
serve as a signal to transfer of the system into a special  emergency 
mode, production stop etc., up to the identification of a cause of the 
error and its elimination. Thus, in many cases, instrumentation and 
control systems don not demand existence of odd number of 
multiversions. Existence of at least two independently developed 
versions allows to reveal an error in most cases. 

Let the probability of emergence of an error be equal to pi in 
the ith of the version of the software module. Then the probability 
of simultaneous emergence of an error in all modules is     
∏ =

N
i ip1  where N is the  number of versions of the module and the 

probability of detection of an error is ∏− =
N
i ip11 . 

Obviously, this value tends to 1 with the increase of N. Since 
the software modules pass through various testing procedures, the 
probability of error in each of versions is comparatively small. For 
example, if the error probability in each of two versions is equal to 
0,001% then the probability of simultaneous error in both modules 
reduces to 0,0000001%. 

Various models can be used for an assessment of estimated 
number of errors. For example, in [6], the following assessment of 
initial number of errors D0 is offered: 
(1) ,/VD 30000 =  
where V is the program code volume in bits of information. In turn, 
this volume is estimated as ,logNV η2=  where

 

21 ηηη +=  is number of unique commands and operands of the 
program code, N=N1+N2 is number of their calls in the software.  

The number of errors at the mth stage of testing is estimated 
by the Halsted model [9] as 
(2) ( ) ,/ED /

m 320032=  
where E is an estimation of the system complexity: 

./logNNE 2221 2ηηη=  
These complexity models and models for estimating thee 

number of mistakes can be used as rough estimates. Let each of the 
M modules have some versions, Vj versions for the jth module. Let 
Pji be the probability of no-failure operation of the ith version of the 
jth  module. If refusal of any of modules leads to refusal of the 
whole system, the probability  P of no-failure operations of the 
system can be expressed as follows: 

( )( )∏ ∏ −−= = =
M
j

V
i ij

j PP 1 1 11 . 

In turn, the probability of no-failure operation can be 
estimated through the errors quantity (1) - (2). 

 
4. Software system reliability optimization model 
 

Complexity of each of modules can be considered 
approximately identical regardless of its exact realization. Thus, 
knowing complexity of the only version of each module, the 
assessment of probability of no-failure operation of the whole 
system depending on number of versions of each of modules and 
probability of no-failure operation Pj of the only version can be 
estimated: ( )( ).PVP M

j jj∏ −−= =1 11  At the same time, the 

increase in number of versions of each of modules is leads to 
increase in cost of system. For instrumentation and control systems, 
we will consider accepted the number of versions of the module 
which does not exceed 2. We introduce the Boolean variables xj 
equal to 1 if the j-th module must be duplicated and the constants Cj 
equal to the cost of development of the j-th module. Then, if the 
total budget C for development of the whole software system is 
known, we have an optimization problem: 

(3) ( )( )( )
( ) .CCx

max,PxP

j
M
j j

M

=j
jj

≤⋅∑ +

→∏ −+−=

=1

1

1

111  

Analogous optimization problems of “knapsack” type are 
investigated in [1, 2, 7]. In [4, 10], author propose methods able to 
achieve “good” (precise enough) sub-optimal solution of such 
problems up to millions of variables and, thus, such methods can 
solve problems similar with (3). For problems with monotonic 
objective function, greedy heuristics [3] or special agglomerative 
greedy heuristics [5] can be successfully implemented.  

 
5. Conclusion  
 
A problem of instrumentation and control systems fault-

tolerance increasing cannot be completely solved with hardware 
duplicating only. In addition, software modules must be duplicated, 
too. A problem of building an optimal set of the software modules 
can be formulated and solved as a pseudo-Boolean optimzation 
problem. 
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